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AHHOmMayus. 3a nocjaefHue HECKOJIBKO JieT HabJ/1oJaeTcsl YCTOMYMBBIM POCT NMpecTylnJeHuH,
npeaycMoTpeHHbIX cT. 205.2 YK PO. [1o 3Toi npruyrHe BO3HUKJ/IA HEOOX0AUMOCTb COBEPLIEHCTBO-
BaHUS METOJUKU NPOBeJeHUs] OllePaTHBHO-PO3bICKHBIX MEPONIPUSTUHN, OCHOBAaHHOM Ha IJIyOUH-
HBIX MCCJIe/JOBAaHUAX MeXaHM3Ma COBepIIEeHUsl UCCIeAyeMOTo MPeCTYNHOrOo JesHusl, NPUCYILEero
Ha CeroHALIHUH JieHb.

B nepByto ouepe/ib HE06X0AUMO NPOAHATU3UPOBAThL COCTAB MYOGJUYHbBIX NPU3bIBOB K OCYLECTB-
JIEHUI0 TEepPOPHUCTUYECKON [JesITeJbHOCTH, MyOJUYHbIX ONpaBJaHUN Teppopu3Ma WM Npona-
raH/ibl TeEppoOpHU3Ma, BbIIBUTbH €ro OTIMYUTE/]bHblEe YepThbl OT CMEXHBIX NMPECTYNHbIX JesHUN
Y JJaTb eMy OllepaTUBHO-PO3bICKHYIO XapaKTePUCTHUKY.

[Jasnee aBTOpaMu CTaTbU NpeJJaraloTcs K pacCMOTPEHHUIO Te ONlepaTHBHO-PO3bICKHbIE MEPONIPU-
SITUSL, KOTOPbIE 110 UX MHEHUIO 06/131a10T 60J1b1el 3¢ PEeKTUBHOCTDIO JJIsl PACKPBITHS YKa3aHHOTO
NpecTyNJIeHUsl.

CorsiacHO CTaTUCTUYECKUM JIaHHBIM MO/ABJISAIOIAs YacTh MyOJIUYHbIX IPHU3bIBOB K OCYIleCTBJIe-
HUIO TEPPOPUCTUYECKON [JeSITEeJIbHOCTH COBEPIIAETCS MOCPEJCTBOM ceTU MHTepHeT, 1o 3Tou
NpUYMHE NPUOOpeTaeT aKTyaJbHOCTh pPa3paboTKa MHHOBALMOHHBIX KOMIBIOTEPHBIX MPOrpamm,
MO3BOJISIIOLIMX [TPOBOJUTb MOHUTOPUHI OTPOMHOr0 MOTOKAa UHPOPMALMM C LieJIbI0 BbISBJIEHUS
MPU3HAKOB paccCMaTPUBAEMOr0 IPECTYIHOTO AesiHUsI. [Ipy 3TOM Ba’KHO He TOJIbKO BbISIBUTb HHOP-
Mauuio o ¢paKTax NPeCcTyIIEHHs], HO OCYLeCTBUTh HAOJ/II0jeHHe B paMKaX IPOBeJeH s OTIEPAaTUBHO-
PO3BICKHBIX MEPONIPUATHH 3a [10J1b30BaTEJIEM OIIPe/IeJIEHHOTO CAalTa, C Lie/IbI0 N0JIy4eHusl ero U306-
pa)keHHUsl, onpesiesIeHUs1 ero MeCTOHAX0X/AeHHUs U IPUBJIeYeHUS K yTOJIOBHOM OTBETCTBEHHOCTH.

Kawuessie caoea: ONnepaTHUBHO-PO3bICKHbIE MEPONPUATHUSA, OIEPATUBHO-PO3bICKHAA XdpPaAKTEPHU-
CTUKa, My6JUYHbIE NPU3BIBBI, TEPPOPU3M, CIOCO6 COBEPLIEHUS PECTYIJIEHUS, UHPOpPMAlHUOHHOE
NPOCTPAHCTBO, ceTb WHTepHeT, neneBass ayJUTOpUsi, ONEPATUBHO-PO3bICKHOM MOHUTOPUHT,
HMCKYCCTBEHHbIN UHTEJJIEKT, HA0JII0IeHHe, THHOBAIIMOHHOE TPOrpaMMHOEe obecredeHue
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Abstract. Over the past few years, there has been a steady increase in crimes under Article 205.2
of the Criminal Code of the Russian Federation. For this reason, there was a need to improve
the methodology of conducting operational investigative measures based on in-depth studies of
the mechanism of committing the investigated criminal act, which is inherent today.

First of all, it is necessary to analyze the composition of public calls for terrorist activities, public
justifications of terrorism or propaganda of terrorism, identify its distinctive features from related
criminal acts and give it an operational investigative characteristic.

Further, the authors of the article propose for consideration those operational investigative
measures that, in their opinion, are more effective in solving the specified crime.

Taking into account the fact that most of the public calls for terrorist activities are committed
on the Internet, it becomes relevant to develop innovative computer programs that allow
monitoring a huge flow of information in order to identify signs of the criminal act in question.
At the same time, it is important not only to identify information about the facts of the crime, but
to carry out surveillance within the framework of operational investigative measures for the user
of a certain site, in order to obtain his image, determine his location and bring him to criminal
responsibility.
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appeals, terrorism, method of committing a crime, information space, Internet, target audience,
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BeegeHue

Bonpoc oTHocHTeIbHO 06ecrnedyeHUs HHPOPMaLlMOHHOM 6e30MacHOCTH NpeACcTaBsaeT cO60H IJ1aBeH-
CTBYIOIllee HampaBJieHUe BHeIlHeld noautuku Poccuiickoil @enepanuu. Jlro6oe rocyjapcTBo CTPEMHUTCS
nojJiep>kaTb MHPOPMaLMOHHYI0 6€30IaCHOCTh, IOCKOJIBKY OHA ONOCPeAYeT ero MoJI0KeHHe Ha MeX/yHa-
POZIHOM apeHe, B CBSI3U C Y€M ITPABUTEIbCTBO Halllel CTPaHbI 0CO60 MOAXOAUT K PElIeHHUI0 3TOH 3a/Ja4H.

PacnpocTpaHeHMe 1 HacaXX/leHUE U/e0J0TUH aHTULEHHOCTEN, TeppOpU3Ma, IKCTPpeMHU3Ma B UHPOp-
MallMOHHOM NPOCTPAHCTBE Npe/CTaB/seT TAKYIO Ke CTeleHb 001eCTBEHHON 0NaCHOCTH, HallpuMep, Kak
He3aKOHHBIN 060pOT 3anpeleHHbIX BELeCTB.

JJ1eKTpOHHBIE U MHPOPMALMOHHO-TeJIeKOMMYHHUKaIMOHHBIX CETH B KayeCTBe Clocoba coBeplIeHuUs
NpecTyIlJIeHUs 3Ha4UTe/bHO YBeJUYUBAIOT €ro cTeleHb 061eCTBEHHOM 0MacCHOCTH, TaK KaK MCIO0JIb30Ba-
HUe TaKoro MexaHHW3Ma o6eclieduBaeT NPOCTOTY peajn3aliui NPeCTYIHOI0 YMbIC/1a, HOBBIIIAET BO3MOXHO-
CTH COKPBITUA NPECTYNHBIX JIUL, YBEJUYUBAET UX NIOTOK, CIOCOOCTBYET ONlepaTHBHOMY PacpOCTPaHEHUIO
vHpOpMaLUM1 HeraTUBHOIO XapaKTepa, B TOM YHCJ/le TePPOPUCTHUYECKOM HAallpaBJAeHHOCTH.

3a mocnenHee BpeMs KOJMYECTBO MyOJMYHBIX NPU3BIBOB K OCYIECTBJIEHHUIO TePPOPUCTHYECKOU
JlesITeJIbHOCTH, NyOJNYHBIX ONpaBAaHUMN TeppopH3Ma WJHM Npomnara’jsl Teppopusma (cT. 205.2 YK PO)
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BBIPOCJIO B pa3sbl (MIpeuMyleCTBEHHO COBEPILEHBI C UCT0JIb30BaHUEM ceTH UHTepHET, COLUa/IbHbBIX CeTel
MeCCeH/I)KepOoB U Ap.). BecoMblil BKJ1aJ, B 3TOU CBA3M COCTABJISIOT COLUAbHbIE CETH, OT/IMYAIOLIMECs CBOeN
NPOCTOTON M AOCTYIHOCTbIO AJIsl OCYLIeCTBJIEHUS] KOMMYHUKALMY, C BO3MOXHOCTBIO OCTaBaTbhCsl UHKOT-
HUTO Ha NPOTSXKEHUU JJIUTEJbHOr0 IepHo/ia BpeMeHHU, UTO He06X04MMO 114 LieJlel pealn3aluy Teppopu-
CTUYECKHX YMbICJIOB.

Tak TosibkO 32 2022 roz noAjiexaJso perucTpalnuu okoJsio 983 npecTynjieHuH, COBEpIIEHHBIX YKa3aH-
HbIM cioco6om?. B 2023 roay B nepuos ¢ sHBaps Mo JeKabpb ObLI0 3aperucTpupoBaHo 548 npecTynieHuit
no ct. 205 YK P®Z, 1 X0Ts 3TO KOJIMUECTBO YMEHBUINUJIOCh, IPe06pa30BaHUI0 NOJ/1eXkKaH CI0COOBI MaCKU-
POBKH UX COBEPIIEHHS MOCPEJCTBOM CETU U BbISIBJIEHUS.

B HacTos11eM HccieJ0BaHUU aBTOPhI pacCMaTPUBAIOT HauboJiee MPUBJIEKATEbHbBIE C TOYKH 3peHUs
3¢ PeKTUBHOCTH ONlepaTHBHO-PO3bICKHbIE MEPONPUATHUSA, CIOCOGCTBYIOLE PACKPBIBAEMOCTH MyOJIUYHBIX
MPU3BIBOB K OCY1L[eCTBJIEHUIO TEPPOPUCTUUECKON 1esITEJIbHOCTH, COBEPLIEHHBIX B CETU IHTEpHET, U 0CHOB-
Hble I0JXO0/Abl K UX OpTaHM3aLuH.

IIpu3HaK ny6JIMYHOCTH

Ha ceropHsmHUN AeHb MPAaKTUYECKH KaXKJ0€ Pa3BUTOE TOCYJapCTBO CTAJKUBAETCS C TEMU WJIH
VHBIMHU NPECTYITHBIMU IPOSIBJIEHUSIMUA TEPPOPUCTUIECKOTO XapakTepa. O61ecTBeHHAsA 0NAaCHOCTb My G/IM4-
HBIX IPU3bIBOB K OCYI[€CTBJIEHHIO0 TEPPOPHUCTUYECKOH eI TeIbHOCTH 3aK/I04aeTCs B HeNpeiCKa3yeMoCTH
MOCJIe/ICTBUH, UX MacIITabHOM XapakTepe. B cBs3U ¢ 3TUM Ha/|JIeXKUT OpraHM30BaTh NpoOBeJeHHe olepa-
TUBHO-PO3bICKHbIE MEPONIPUATUH, TAKUM 06pa30M, YTOOBI y>Ke Ha CTaAUU IPUTOTOBJIEHHS K COBEPLIEHHUIO
3TOT0 MpPECTYIJIEHUs, Ipecedb NPECTYNHYIO AeATeAbHOCTb. OTHOCUTE/IBHO YXKe COBEPIIEHHOIO JesHHs,
NepBOCTENeHHON 3aJjayel CTOUT 3aPUKCUPOBATbL O6CTOATENBCTBA NPU KOTOPBIX OHO ObIJIO COBEPLIEHO,
a 3aTeM NpPeJICTOUT BbIIBUTb U YCTAHOBUTD JIULI, 33/]eiCTBOBAaHHBIX B €0 COBEPLIEHUH.

O4eBU/HO, YTO BBIGOD OMNpe/Ie/IEHHBIX ONEePAaTUBHO-PO3bICKHbIE MEPOIPUATHH MPOUCKOAUT UCXOS
13 y4éTa cnenuUIecKux YepT 00 beKTUBHOM CTOPOHBI KOHKPETHOTO COCTaBa MpPeCTyIJIeHUs. 3HaHUs OT-
HOCHUTEJIbHO ONEPATUBHO-PO3BICKHBIX XapaKTEPUCTHUK MPECTYIHOIO JesHUs PacIIUpsSieT BO3MOXXHOCTH
OTIEPaTHBHBIX COTPYAHUKOB B IOCTPOEHHUHU OTIePaTUBHO-PO3bICKHON BEPCUH COJIETHHOTO.

[l orlepaTUBHO-PO3BICKHBIX MEP, OCYLIECTBJISIEMBIX B pAMKAaX PaccJieJ0BaHUs My 6JIUIHbIX TPU3bI-
BOB K OCYIIECTBJIEHHUIO TEPPOPUCTUYECKOUN JEeATESbHOCTH, NMPUCYLIM TaKHe XapaKTepHblE YepThl KaK:
MOMCKOBO-CIIPAaBOYHbIM U HabJt0JaTeNbHO - 06C/e/j0BaTeJbCKUM XapaKTep, peaju3alys NocpesCcTBOM
CrelyaJbHbIX HETJIaCHBIX U IVIACHBIX METO/I0B, UCII0J1b30BaHUe CPE/ICTB, OPUEHTUPYEMBIX Ha 06HapYKeHUe
OpYAUH MPeCTYIJeHUs, UHBIX 06CTOSATENBCTB, UMEIOLIMX 0c060€e 3HaYeHHe /14 Liejield OCTPOeHus Cef-
CTBEHHOU BEpCUH OTHOCHUTEJIBHO YKe COBEPIIEHHBIX IeSTHUMH, ero oJpo6HOCTEN U TPEAIOChIIOK, JTeKaluX
B OCHOBE IPUYMHHOTO KOMILJIEKCA, TOMCKA MPUYACTHBIX JIUL, HAXOASALUXCA B PO3BICKE.

Kak cnpaBeginBo ormevaeT A. C. CHHesnbHUKOB [1, ¢. 425] B nmpo1iecce pacKpbITHs MyGJNYHBIX TPU-
3bIBOB K OCYILIECTBJIEHUIO TEPPOPUCTUYECKON /IesITeIbHOCTH, HEJIOCTATOYHO YCTAHOBUTh CaM QaKT MpHU-
3bIBa B MyOJIMYHOHN popMe. BMecTe ¢ TeM 0H 06pa3yeT 06513aTe/IbHbIN MPU3HAK pacCCMaTPUBAEMOTO COCTAaBa,
3aKJIFOYAIOLIMHCA B IOHECEHUH MHPOPMALUK XOTs Obl MUHUMYM JIBYM JIFOJSIM, B JIIO60H JOCTYNHOU JJist
BocnpusATHus popme. Ha mpakTHKe ayJUTOpHs TOpPa3o MKUpPe U He IPUPABHUBAETCS K IIapy YesIOBeK, OTHAKO
Kak oTMevaeT U. A. AHMcUMOBa [ 2, ¢. 5] BaxkHO cobJirocTu GopMasibHbINA OX0/], 1OCTATOYHO YT0ObI HHOP-
Malysl, cofieprKalas MPU3bIBbl MOCTYIHJIA XOTs ObI /10 ABYX YeJIOBEK.

OTHOCHUTEJILHO COCTaBa pacCMaTPHUBAEMOTO IPECTYIIHOTO JeTHUS OTMETHM, UTO Ha €ro HaJIMYue He
BJIMSAET TOT QAKT MOJTYYUJIOCH JIM Y BUHOBHOTO JIMIIA B pe3yJibTaTe ero Mpu3bIBOB BbI3BaTh OTOBHOCTh
OCYILL[eCTBJATh TEPPOPHUCTUYECKYIO AeSITEBHOCTD XOTS ObI Y OJJHOTO Yesl0BeKa UM HeT. BaxkHo moguepk-
HYTb, YTO MPHU3BIBbI HE HMEIOT NEPCOHUPHUIIMPOBAHHBINA XapaKTep, a HANpaBJeHbl HAa CO3HAHHE LIUPOKOH
ayAUTOPHH, pacCUUTaHbI BO3/IeMCTBOBATh Ha MacChl. BMecTe ¢ TeM, Ios1araeM, YToO HEBO3MOXKHO MTPU3HATh
MaccoByo paccbliKy CMC-coob1ieHHH, MHceM 110 3JIeEKTPOHHOM MOYTE U T. /. B KAYeCTBe My6JUIHOrO MpH-
3bIB3, TAK KaK MPU3HAK NYOJUYHOCTH He paBeH [0 COJEPXKAaHUID TAaKOMYy IPHU3HAKYy KaK MacCOBOCTb.
Bcé-Taku HaM GJIM30K MOJAXOJ TeX NMPAaBOBEJOB, KOTOPbIE IMOJIATAKOT, YTO MACCOBOCTb 6OJIblIe UMeEET

1 KpaTkast XapaKTepHUCTHKa COCTOSIHUS TPeCTYNHOCTH B Poccuiickoit @esepaniun 3a ssHBaphb - Jekadbpb 2022 r. Odu-
LyaabHbIN cailT MB/] Poccuu. [loctynHo: MBaA.pd/repol'3/iter/35396677/ [[JaTa obpaienus: 12 oktsaops 2024 r.].

2 KpaTkasi xapaKTepUCTHKa COCTOSIHUSA NMPeCcTynHoCcTU B Poccuiickoit denepanuu 3a sHBapb - ekabpb 2023 1.
Odunmanbueiii cadt MB/I Poccuu. [loctynHo B://MBA.pd/repol'3/iieT/35396677/ [[laTta obpamenus: 12 ok-
Ta6ps 2024 r.].
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OTHOILEHHE K KOJIMIECTBY, B TO BpeMsl KaK MyGJINYHOCTD — K KAa4eCTBY. XOTs Obl OJJUH MMyOJINYHbBIA IPU3BIB,
BOCIPOW3BEAEHHBIN NIEpes ayANTOPHUEN, OTHOBPEMEHHO JOCTYIIEH /J1s1 BOCIIPUSATHS BCEM — 3TO U €CTh Ka-
4YeCTBEHHBIN MPHU3HAK PacCCMAaTPHUBAEMOTO SIBJIEHUS.

Ha npakTuke Tako# npu3HaK Kak MyGJUYHOCTb 110 paccMaTpuBaeMoi cratbe YK PO Bo3MokHO J10-
Ka3aTh, eCJIU YJIACTCS HAUTH GoJiee TPEX CBUJIeTEsIEN COBEPIIEHUS IPECTYITHOTO JAeSTHUS, OJJUH U3 KOTOPBIX
He SIBJISIJICS TIPEe/ICTAaBUTEJIEM €r0 ayIMTOPUH, UTO JJACT BO3MOXKHOCTb IPOBECTH OTIpaHUYeHH e MyBIUIHbIX
MPU3BIBOB K OCYIIECTBJIEHHIO0 TEPPOPUCTUIECKON 1eSITEIbHOCTH OT CMEXHbBIX COCTAaBOB. YKa3aHHbIN MpHU-
3HaK JIeTaJIbHO U3y4YaeTCs B HAYYHBIX KPyrax NpaBOBE/IOB U IOTOMY SIBJISIETCS IOBOJIOM JIJIsl CIIOPOB.

dukcanusa coJepiKaHUuA NIpU3bIBA

KpaliHe NpUHLIUIHATIBHO KOPPEKTHO 3adUKCUPOBATh COJepKaHUe M MPHU3bIBA, AJIs AaJbHeHIIero
ero u3y4yeHHUs 3KCIepTaMu U Jadyu 3aKJI4YeHUs1 OTHOCHUTEJNbHO COAepXaHNs B HEM IPHU3HAKOB 06'bEKTUB-
HOW CTOPOHBI JIU60 UX OTCYTCTBUA. IMeHHO HccefjoBaHMe 3KCIepTaMU fA3bIKOBBIX eJWHUL] [103BOJISET
0O6HApPYXUTb 3JIeMEeHTbl BPaXKJeOHOCTH, BJEKYLHMe NponaraHly Hacu/us, HEHaBUCTH, AUCKPUMHUHALUMU
[0 MPU3HaKaM pachkl, HALMOHAJIBHOCTU U Np.. BMecTe ¢ TeM caM ¢akT UX OGHapY:KeHHUS B XoJe paboThbl
JKCrepTa He AA8T ellé MOJHOW KapTUHBI OTHOCHUTEJBHO MOTHUBOB aBTOPA, €ro Liesied U 3ajay, 3HaHUA
NOC/Te,CTBUM, KOTOpble MOTYT BO3HUKHYTb B pe3yJbTaTe GpOpMy/JMpOBaHUsI ero MbICJel MoCpeACcTBOM
MMEHHO TaKoro 3bIKOBOr'0 NpuéMa. UMeHHO N03TOMy eé pe3y/ibTaThbl PACCMaTPUBAIOTCA B Cy/le B COBOKYII-
HOCTH C JpYTHMHU JI0Ka3aTeJIbCTBAMMU 110 yTOJIOBHOMY JeJly.

[IpescTaBisseTcss yHUBEPCAIbHBIM [JIsI My6JIUMYHBIX TPU3BIBOB, a TAKXKeE [IJIs COOOIeHHUH, HallpaBJieH-
HbIX Ha ONpaBJaHue WU Nponara’Hjy Teppopu3Ma, NpU3HaK, COCTOAIMN B NOTEHLUAJbHON ONACHOCTH
COBepILEeHUs XOTA O6bl OJJHOI'O0 MPECTYIHOIO AesHUS TeppPOPUCTUYECKOro xapakTepa. OJHaKo He KaxJoe
obpaleHue, XOTS U HalpaBjeHHOoe 0 GaKTy Ha MOOYK/ieHHe K COBEPIIEHUI0 TEPPOPUCTUYECKHUX NTPECTYII-
JIEHUH, MOAJNEXUT KBasupukanuu no ct. 205.2 YK P®. Tak kak MaccoBO MOJIb3YKOTCS ceTbio UHTEpHET
MMEHHO JIMLia MOJIOAEXKHOT0 BO3pacTa, TO BIOJIHE JOMYCTUMO, YTO OHU HeOOJyMaHHO B CUJIy BO3pacTa,
a MOpOU M CIOHTAHHO, MOTYT pa3MeCTUTh Ha CBOEH CTPaHUYKe B COLMaJbHON CeTU U300pakeHUe, ayJUo-
niau Bufeodaiis, TeKCTOBbIM dails, BKIOYAOUIMNA B cebsl 371eMeHThbl 9KCTpeMHU3Ma UM Teppopu3Ma, HO,
ecJId He 6yleT YCTaHOBJIEH YMbICeJI, XapaKTEPHbIN /11 aHaIM3UPYEMOU HOPMBI, TO IPUBJIeYb UX K YT'OJIOB-
HOU OTBETCTBEHHOCTH MPEACTAB/ISAETCS HEBO3MOXKHbBIM.

B cooTBercTBUM c 0. 21 nocraHoB/eHus IlneHyma BepxosHoro cyma P® ot 09.02.2012 Ne 1
«0 HEKOTOPBIX BONpOcax Cyie6HOM MPaKTUKHU 110 YTOJOBHBIM JieJIaM O IPECTYIJIEHUAX TEPPOPUCTHYECKON
HanpaBJeHHOCTU»Z, 10 4. 2 cT. 205.2 YK PO HayiexxuT noiBepraThb OlleHKe JlesTHUS, UMelOIIHe CBS3b C IPU-
3bIBaMH, NOJJIEKALIMMHY pa3MellleHHUI0 Ha calTax, popyMax U 6Ji0rax, a TAaKKe B COLHaTIbHBIX CETSIX U Mec-
ceHpxepax. CyneOHast KOJUIETHs 110 JlesiaM BoeHHocayauux BepxosHoro Cyna Poccuiickoit @enepanuu
3aKpelnusia B CBOEM KaccaliluoHHOM onpefiesienun 08.07.2021 r.3 BbIBOJ, 0 TOM, YTO MOMEHT OKOHYaHUA IIpe-
cTyIieHud 1o 4. 2 cT. 205.2 YK P® cBsA3aH ¢ paKTUUECKUM pa3MellleHueM MyOJMYHbIX IPU3bIBOB B CETU
HHTepHeT.

Bo MHOTrUX cjy4asx B XoJe IPOBeleHusl ONlepaTUBHO-PO3bICKHBIX MEPONPUSTUI BO3MOXKHO 06GHApY-
KUTb COBOKYNHOCTb HECKOJIbKUX NPU3HAKOB INPECTYIJIEHUH pa3/IMYHON HampaBJ/IeHHOCTH, Halpumep,
TEPPOPUCTUYECKOTO U SKOHOMHUYECKOTO0 XapaKTepa JIM60 TeEPPOPUCTUYECKOTO U IKCTPEMUCTCKOTO. B cBA3M
C 9TUM COTPYAHHKAM CTAaHOBUTCS BCE TPyJHee UX BbIIBUTh B OTPOMHOM NIOTOKE HHPOpPMALMU B CETH, UTO
JI0Ka3bIBaeT CYLIECTBOBAaHHE HEOOXOZAMMOCTH Pa3paboOTKH HOBBIX MHCTPYMEHTapHeB UX 3$GEKTHUBHOTO
0o0HapyKeHHsI U QUKCUPOBAHUSA. JTO MO3BOJUT MHUHUMHU3WPOBAThH PUCKH, CBS3aHHBIE C JOMyIleHUEM
IOpUIUYECKHX OLIMOOK B MpOIecce ONpeJie/ieHHs] MPU3HAKOB KOHKPETHOIO COCTaBa, OTIPaHUYEeHHUs Ipe-
CTYIHOTO JeSHUSA OT APYTHUX CMEXKHBIX COCTABOB.

1 YrosnoBHbIN KoZekc Poccuiickoit @epepanuu oT 13.06.1996 Ne 63-®3 (pexn. ot 29.10.2024) // CobpaHue 3aKo-
HoJaTesbcTBa Poccuiickoit @epepanuu. 1996. Ne 25. Ct. 2954.

2 [locraHoBsienue [lnenyma BepxoBHoro Cyzma P® ot 09.02.2012 r. N2 1 «O HEKOTOPBIX BOITPOCax CyAeOHOH Mpak-
THKH 10 YTOJIOBHBIM /]eJIaM O PECTYIJIEHUSIX TEPPOPUCTUIECKON HanpaBJeHHOCTU» (B pex. ot 03.11.20167T.) //
Bronnetenb BepxoBHoro Cyzna P®. 2012. Ne 4.

3 KaccaunoHHoe onpegesieHune Cyze6HOM KoJLIeruy no JieslaM BoeHHocayxalux BepxosHoro Cyzna Poccuiickoi
®epnepauuu ot 08.07.2021 Ne 222-Y/21-25-A6 [Ipurosop: 1o 4. 2 cT. 205.2 YK P® 3a ny6i1nuHOe onpaBAaHue U
NponaraH/ly Teppopu3Ma, CoBeplileHHble C HUCII0/Jb30BaHMeM HMHPOPMalMOHHO-TeJeKOMMYHHUKALHOHHON CeTH
UuTepHer, mo aByM smnusoznaMm // J[lokymeHT ony6saukoBaH He 6bL1. CIIC KoucysnbranTllmoc. - URL
https://onlinell. consultant.ru (faTa o6pamenus: 08.11.2024).
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B 3Toi1 cBsi3u Byrap daBap-oribl amxueB u M.JI. lemuna [3, c. 67] oTMe4yawT, YTO ONepaTUBHBIM
paboTHMKaM OYKBa/JbHO MPUXOAUTCA 6OpPOThCA 3a MHGOPMALUIO B KOXKJOM OTZEJbHO B3TOM Clydae.
O4deBUJHO, YTO B HACTOsIlee BpeMs BPY4YHYIO He IPe/CTaBJIAETCA BO3MOXHBIM IPOBOJUTL 06pabOTKY HUH-
dbopManuy, paBHO Kak ¥ NOCPeCTBOM NIPUMUTHUBHBIX IPOrPaMM A1 KOMIIBIOTEPA, UMEBIIHX YCIIeX CKaXKeM
JIeT flecaTh Ha3a/,. Tak Kak co BpeMeHeM IIpeTeplieBaroT Npeo6pa3oBaHuUs IPeCTYIHbIe IPOsABJIEHHUS, TO CO-
OTBETCTBEHHO aJITOPUTMbI IPOrpaMM, CO3JaHHble [ BbISBJEeHUS NPHU3HAKOB MyGJHUYHBIX NPU3bIBOB
K TePPOPUCTHUYECKON JieATeIbHOCTH JA0JDKHBI NOJJ1eKaTh U3MEHEHHUIO.

[IpuBesiéM nprMep HeslaBHeH pa3paboTKH MOUCKOBOM cHCTeMbl TepMCKOH KoMIaHuM «Ceyciab» Ha
OCHOBe JlaTaceTa IIepMcKoro yueHoro A. Pab4yeBcKoro, ¢ NoMOIL b0 KOTOPOH MpPeACTaB/sIeTCs BO3MOXKHbBIM
NPOU3BECTH MAeHTUPUKALMIO N0JIb30BaTesell COlMalbHbIX CeTel, 3aHUMAOIMXCA pacnpoCcTpaHeHUueM
MaTepHasoB 3KCTPEMHUCTCKOIO XapaKTepa U BBIABUTb UX posul. Ho kak oTMevaeT y4€HbIN MaTeMaTH4e-
CKHe MOJieJIH, JiexKallllie B OCHOBE CUCTeMBbI, IO3BOJIAIOT BBIABJIATD U N10JIb30BaTesel, pacClpoCTPaHAIOLIIUI
TaKOM leCTPYKTUBHBIM MaTepHall, Kak TeppopucThdeckuil. OHa cnoco6Ha aHaJIM3UpoBaTh NOCTHI, TaHKU U
KOMMeHTapHHU. B oCHOBe Tako# CHUCTeMBbI JIexkaT KJI4YeBble C10Ba, IPU 3TOM JJIl KaXK0r0 HEraTHUBHOTO
SIBJIEHUS COCTaBJIeH CBOM CHHUCOK cJI0B. OTMevaeTcs, 4TO paccMaTpUBaeMas MOUCKOBas CUCTeMa y»Ke MC-
noJb3yeTcs 60Jiee YeM B NI0JIOBUHE TepPUTOPHAIbHBIX yripaBiaeHuld MB/l PO.

CoTpyAHUKY IPAaBOOXPaHUTEJIbHBIX OPraHOB, UMes NpesiCTaBJIeHHe OTHOCUTEbHO UMEIOLIUXCA CIIo-
c060B 06pabaThIBaHUs OTPOMHOr0 MOTOKAa MHGOpPMAIMM, YCTAHOBJEHUS COOTBETCTBYIOLIMX (PUILTPOB,
BBU/IY KOJIOCCAJIbHOT0 MaccMBa UHPOPMALMU MOTYT IPOCTO He 3aMeTUTh 3HaUUMble 3JIeMeHThI CBEeJleHUH,
HOCALLMX TEPPOPUCTUYECKUI OTTEHOK.

YuuTbIBast 3TOT GAKT B HAYYHOH JIUTepaType OGbITyeT Mpe/cTaBIeHHe O 1ieJ1ec006pa3HOCTH OPTaHU30-
BaTb MOHUTOPHUHI COLIMAJIBHBIX CeTel B HENIPEPBIBHOM aBTOMATHYECKOM PEXHUME, UCIO0J/Ib3Ysl UMeIIHecs
BO3MO>XHOCTH MHHOBALMOHHOTO CHelaJU3UPOBAaHHOTO NPOrpaMMHOr0 obecrneyeHHs, AA0IEro BO3MOX-
HOCTb COKPaTUTb 3Hepro3aTpaThbl COTPYAHHUKOB U paClIMPUTh AHaNa30H HHTepecyollell THPOpMalUH.

PackphbITre NpecTYNHBIX IeIHUH, COBEPIIEHHBIX B CeTH MHTepHeT ocnoxHEeHO pA/oM GaKTOPOB: HC-
N0JIb30BaHHe TPU COBeEPLIEHHWH NMPOrpaMMHOTO obecredyeHHs, HCKIIOYAIOLIEro onpeseseHue MoJb30Ba-
TeJIsl; CBOeBpeMeHHOe O4MILeHNe aJ/IMUHUCTpalel caiiTa pecypcoB, MaTepHaioB, UMEIIUX TePPOPUCTH-
YeCKHUH XapaKTep, a TaKXe JaHHbIX 6J1aroiapsi KOTOPBIM IIPaBOOXPaHUTENbHBIM OpraHaM peJCcTaBaa/1ach
BO3MOXXHOCTb UIeHTUPHUIIMPOBATD [10J1b30BaTeIsl; CO0M TEXHUYECKOI'0 XapaKTepa, HanpuMep, 060py1oBa-
HUSA aKKyMYJIMPYIOLIETo U XpaHsAIlero MH$opMaliuio, Jaliero BO3MOXKHOCTb HIeHTUQULIIUPOBATH N10J1b30-
BaTeJid U U306JUYUTh 0OBEKTHBHYIO CTOPOHY MX NpPecTyNnHbIX AesHUM. Ha ator cuétr B. B. BriukoB u
B. A. [lpopBud [4, c. 56] BbICKa3bIBAIOT Npe/JI0KEHNE HCII0/1b30BaTh BO3MOXXHOCTH HEKOTOPBIX KOMITIOHEH-
TOB UCKYCCTBEHHOTO UHTEJIJIEKTA, BO3MOXXHOCTH KOTOPOTO OHU PACKPBIBAIOT B CBOUX HAyYHBIX TPYAaX.

Heo6xo1Mo o6ecnedynTh ONepaTUBHBIX PAGOTHUKOB /I0Ka3aHHBIMHU C HAYYHOU TOYKHU 3peHUs Mpa-
BOBBbIMM MHCTPYMEHTaMH, PaCKpbIBAlOIMMHU BO3MOXXKHOCTH ONePaTHUBHBIM CIIOCOG0M MPOBOAUTH 00pa-
O0TKY BBICOKOCKOPOCTHBIX TOTOKOB MHQOpPMALUU B PeKUMe OHJIAaWH U 060HApYyKUBaTb MPU3HAKKU COCTaBa
pecTyNJeHus.

C npakTH4YecKOM TOYKM 3peHUs BaKHO IPAaMOTHO MOJXOJUTb K IPOLECCYy OpraHru3aluy NpoBeJieHus
ONepaTUBHO-PO3BICKHBIX MEPONPUATHH, MpecjeAyolMX CBOeH LieJbl0 PacKpbITh MyOJHUYHble NPU3bLIBbI
K OCYILeCTBJIEHHUI0 TePPOPUCTHUYECKON JleATebHOCTU. OnepaTUBHBIM paGOTHHUKAM HaJJIeXUT YYUTLIBATh
c/lefyioliie MOMEHTBI Ha CTa/IUU OPTaHU3ali{ ONEPATHBHO-PO3BICKHBIX MEPOIPUATHI: 00 BEM HEO6X0AU-
MBIX NPAaBOOIPAaHUYEHUH OTHOCHUTEJIBHO JIMLA, B OTHOLIEHUU KOTOPOTO OHM ILJIAHUPYIOT NPOBOJUTHCH;
HaIlpaBJEHHOCTb €r0 MOTHUBOB; CIOCO6, MOCPEACTBOM KOTOPOro GBbLIO COBEPIIEHO NPECTYNHOE JesiHUE;
M3y4eHHEe TECHOTO Kpyra O6IIeHHs JINIA, KOTOPOe NMPeJCTaB/IseT ONepaTUBHBIA UHTEPEC; YYE6T TpeGoBaHUI
0 pasziesIbHOM COZlep>KaHUH M0/J03peBaeMbIX, 06BUHSAEMBIX U OCY>KJ€HHBIX; PAAJ APYTHX MOMEHTOB U YCJIOBHH.

191 NCKJII0YeHUs BTATUBAHUS K OCYILeCTBJIEHUIO TePPOPHUCTUYECKOM 1eTeIbHOCTH HOBOH ayUTO-
pHUH, CTOPOHHUKOB, Ha Halll B3rJIAJ, C/lefyeT OpraHM30BaThb NOCTOSHHYI0 paboTy MO OCYyILeCTBJEHHIO 3a-
IUTHI MHPOPMALIUOHHO-TeJIeKOMMYHHUKAIIMOHHBIX CeTel, B TOM 4uce ceTU UHTepHeT, Ha KOMIJIEKCHOH
ocHoBe. COBpeMeHHbBIN TeppPOpH3M B YCJI0BUAX HHPOPMALMOHHOM NMponaraH/bl 6e3yc/J0BHO onaceH s
Hallero o61ecTBa. BBuay aToro Ha3pesia He06X0JUMOCTb 3alUThbl COBPEMEHHBIX CPeJiICTB KOMMYHUKALIUU
OT UX UCMOJIb30BaHUSA B Ka4eCTBe Opy/us NponaraH/bl TEPPOPUCTUUECKUX UJell TeppOpUCTaMH, UCIO0JIb-
3YIOLIMMH BCE HOBbIE NMOAX0/bl U MEeTO/ bl BO3/leiCTBUSA Ha CO3HaHUe Nojel [5, c. 247].

1 POCCMICKMMH YYEHBIMH CO3/1aHa CHCTEMa JIJIs1 BBISIBJIEHHS 3KCTPEMUCTOB B corceTsx. UHTepHeT-noptan CHI' mpo-
cTpaHCcTBO HHTerpanud. loctynHo B: https://e-cis.info/news/569/122492/ [[JaTa o6pamenus: 08 Hos6ps1 2024 r.].
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OnepaTUBHO-PO3bICKHOW MOHHUTOPHUHT

CeTb HTEepHeT npHUBJIeKaTe/IbHA [IJIs TEPPOPUCTOB CBOEH OTKPBITOCTHIO, B CBSI3U C UYEM AKTYaJIeH eé
MOHUTOPHUHT B peXHUMe HOH-CTOI. Psj uccienoBaTesel onpefesisiloT ONEPATUBHO-PO3bICKHOM MOHHUTO-
PUHT (MHTEepPHET-MOHUTOPUHT) KaK NEePCHEKTUBHYIO pa3HOBUAHOCTD HaNpaBJIeHUsI ONIePaTUBHOTO MOUCKA
B ceTeBOM UH(OpPMAIlMOHHOM NPOCTPAHCTBe, NMPeACTAB/IAKILYI0 COO0M KOMIJIEKCHYI CUCTEMY olepa-
THUBHO-PO3BICKHBIX MEPONPUATHH, KOTOpPble 06eclieYnBalOT HabJ/II0JeHHe 3a COCTOSSHUEM KPUMHHAJIbHBIX
NPOLECCOB B CETEBOM COLMaTbHOW Cpefie, 6a3UpyIOIIyOCS Ha NIPUMEHEHUU CpeJiCTB U MeTOJ0B olepa-
THBHO-PO3bICKHOM JIeITENbHOCTH [6, €. 236-237]. MOHUTOPUHT TAaKOTO BUJA MOXKET ONMUPAThCS Ha peaiu-
3aLMI0 OTIePAaTUBHO-PO3bICKHBIX MEPONPUATHN, IPOBOAMMBIX B CETH, K IPUMepPY: ONIPOCh], HaBeleHue cipa-
BOK, HEIlOCpeJCTBEHHOE HAbJII0/leHue U IIpoyee.

OnepaTUBHO-PO3bICKHOW MOHUTOPUHT CETEBBIX MHPOPMAIUOHHBIX PECYPCOB, TP/ CTABJISIOLUINX UH-
Tepec C TOUKU 3pEeHUs1 ONIEPATUBHO-PO3BICKHOM PabOThl OCYILeCTBJseTCsS 6yarojaps aBTOMaTU3UPOBAH-
HOMY TOMCKY, OTlepaTUBHO-PO3bICKHOMY U3YYEHUI0 U HAOJIIOJIEHHIO 33 00lleHHeM, CKPbIThIM OT JPYTUX
M0JIb30BaTeJ el U UMEIOLIUM 3J1EMEeHThI IPECTYIHOU eI TETbHOCTH.

C npaKTHU4YeCcKOU TOYKU 3peHus 6yAeT Mojie3eH MPOCMOTp YBeJOMJIEHUH 0 pa3MellleHHbIX HOBOCTSX
B COMHHUTEJIBHBIX COOGLIECTBAX, TPymNnax, «nabJjukax». B mpolecce npoBefeHUss MOHUTOPUHIA CJIeAyeT
JleflaTh aKLEeHT Ha JaHHble 006 y4acTUM JIUL, KOTOpbIe SIBJSIOTCS BBIXOALLAMU U3 perMoHOB CeBepHOro
KaBkaza u Cpe/iHel A31MU; HOBOCTHBIX «IIOCTaX» PEJUTHO3HON U HAllMOHAJIbHON TeMaTHKU; UHPOpPMAIUHY,
nojJjiexallell pasMellleHUI0 B MHGOPMALMOHHBIX 6JI0KaX aKKayHTOB — «CTeHa», «Ayuo3anucuy», «Bugeo-
3anucu», «Potorpadumn», «CoxpaHeHHble GpoTOrpadun».

HHbIe OIepaTUBHO-PO3bICKHbBIC MEPOIIPUATHUA

Heo6x011MO0 He TOJIbKO OTC€AUTh COOTBETCTBYIOLINE CAUThI, 3a0JI0KUPOBATh U YAAIUTb UX B yCTa-
HOBJIEHHOM 3aKOHOM IOpPsIIKe, a IPOBECTH TaKUe OllepaTUBHO-PO3bICKHbIE MeponpUaATUS, Kak «Habuoe-
HUe» U «OnepaTUBHbBIN 3KCIEPUMEHT» [3, €. 67], HOCKOJIbKY CIIyCTS] HEKOTOpPOe BpeMs IPEeCTYNHUKHU Co3/a-
JyT HOBBIE calThl. [IpoBeieHHe YKa3aHHBIX ONepaTUBHO-PO3bICKHBIX MEPONPUATUHI JACT NPEUMYILECTBO,
3aKJIr0yarlleecss B BO3MOXXHOCTH B X0/le UX NPOBeeHUs N300 IMYUTb NPeCTyNHUKA I0CpeiCTBOM ero ¢poTo
160 BUIEOU306pAKEHUS U CBOEBPEMEHHO BO30YAUTD YTOJIOBHOE JieJio. TakKe olepaTUBHBIMU COTPYAHU-
KaMU MOXKET ObITb OPraHU30BAHO HENOCPeICTBEHHOe 00IlleHHe B OHJIAMH peXHMe C aBTOPOM HJIK aBTO-
paMu PU3bIBOB, HO JJIs1 ONpe/iesieHHs] UX MECTOHAXKAEHUS TaKKe TpebyeTcsl MpoBeieHUe COOTBETCTBY-
IOL[MX OTIePATUBHO-PO3bICKHBIX MEPONPUSITHH.

YKa3aHHbIe BblIlIEe 06CTOSATENbCTBA CBU/ETENBCTBYIOT O HE0OXOJUMOCTH IPOBeieHUsI paboThl, ONU-
pasicb Ha HOBeHWIIMe METOJUKM MOHHUTOPHUHra WHGOPMAIMOHHOTO MPOCTPAHCTBA B CeTH WHTepHeT.
CnefyeT HallpaBJIEHHO OTC/€XUBATh JIUL, CKJIOHHBIX K peasiu3al Uy My6JIUYHbIX IPU3BIBOB, C LIeJIbI0 Opra-
HU3aLMU U IPOBeJIeHUs Pa3bsCHUTENbHO-NIPeAYIIPeAUTENbHON pab0Thl B UHAUBU/YAJIbHOM MOpPsIJKeE.

Ycnex 1esTeJIbHOCTH ONlepaTUBHBIX T0Jpa3/e/ieHUul B 06J1aCTU IpecedyeHust GYHKIIMOHUPOBAHHUS 10-
JIOGHBIX CaliTOB OyJleT obecrnedyeH NMPU YCJAOBUM aKTHUBHOIO B3aUMOJENHCTBHUS CO CHelUaIu3upPOBaHHbIMU
OopraHaMH, OCyILeCTBJISIIOIIUMU 3a/1a4U 10 BbISIBJIEHUIO U IpeceYeHUI0 HHTEePHET-CaliTOB, KOTOpPble BKJIIO-
yaloT UHPOpMallMOHHble MaTepUa/bl IPOTUBOINPABHOIO XapaKTepa, BKIOYasd TePPOPUCTUYECKUE U IKC-
TPEMUCTCKUE, A TAKXKe JIUI], UMEIIINX OTHOLIEHHE K UX MyOJTHUKAIHH.

CielyeT OTMETHUTb, UTO OpraHU3alMs IPOBeIeHUsI ONepaTUBHO-PO3bICKHBIX MEPOIIPUATHH BCceraa
npejicTaBJsieT cO60H KOMOGHUHAI[MIO MBICJUTEIBHOrO MpoIlecca Hajl BOCHPUSITHEM KOHKPETHOH CUTyaluu
JUISI TIOCJIEIYIOIEero BbIOopa CoCO60B AEHCTBUM, TepeNIeTAIIIHUIACS C ICUX0JIOTHENR OTHOCUTEIBHO BHYT-
peHHel yoexxAEHHOCTH JIMIIA JIeHCTBOBATh OIpe/ieJIeHHbIM 06pa3oM, a HUKaK uHayve [1, c. 426].

A. A. Tpe6eHIUKOB [7, c. 464] OTMeYaET, UTO TEXHOJIOTHS PACKPBITHUS MPECTYIHOTO AesSHUs, Mpeay-
cMmoTpeHHoro cT. 205.2 YK P® coBMeliaeT B ce6e Kak 0611e NpUEMBI, CIOCOOLI ONIEPATUBHO-PO3bICKHON
paboThl, TaK U clielluajbHble MeTOAbl pacce/joBaHus IMPpoBOro xapakTepa. YkazaHHble METO/bl OpUEH-
THUPOBaHbI Ha COOP, aHAIU3, PEKOHCTPYKLHUIO LUPPOBLIX CI€[0B, U3bSITHE U MPOBEJEHUE SKCIEePTU3BI
KOMIIbIOTEPHOUN TEeXHUKH, aKTUBHOE BHeJpeHHe B UCCJeJOBaHUE ClelMaJU3uPOBAHHOTO NPOTPaMMHOI0
obecredeHus, peJHAa3HAYEHHOTO JJs1 TOTO, YTO6bI 06PabOTATh MOJIyYeHHbIE JaHHbIE, YTO MpelbsABJsSET
BBICOKHE KPUTEPUHU K KBaTUUKAMU U 06J1alaHUI0 Y3KOCIelMaJu3UPOBAHHBIMU 3HAHUSIMH, HaBbIKaMU
ONEPATUBHBIMU COTPYAHUKAMH. [IOCKOJIbBKY TeMIbl Pa3BUTHs ITUPPOBBIX TEXHOJIOTHH CTPEMHUTEJBHO
pPacTyT, BO3HUKAIOT HOBbIE GOPMbI KHOEPYTPO3, UTO BbI3bIBAET HEOOXOAUMOCTb COBEPIIEHCTBOBAHHUS YIKe
HMMEIOIIUXCA METOJUK, CACTEMAaTUYEeCKOTO TOBBIIIeHHs] KBAaJTUPUKAIUKU COTPYAHUKOB.
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060611MB U3y4YeHHbIH B paMKax 0603HaYeHHOH TeMaTUKU MaTepuaJl, MOXKHO BbIJEJUTh CeAyIole
OIepaTUBHO-PO3BICKHbIE MEPONPUATHS, CIIOCOOGCTBYIOLME PACKPBITUIO UCCIeyeMOro INpecTyNJeHUs:
NpoBeJleHHe ONpOcCa; HaBeJleHWe CIPaBOK; OCYLeCTBJEHHE UCCIe[J0BaHHUSA NpeJAMETOB U JOKYMEHTOB;
HabJIoleHre ¢ IpYMeHeHUeM ClieljMaJbHbIX TEXHUYECKUX CPEJCTB; CHATHE UHGOPMaLUU C TEXHUYECKUX
KaHaJIOB CBSI3U; ONEpaTHUBHOEe BHeJApeHUe (MpeAroJiaraeT MPOHWKHOBEHHE ONMepaTHBHOIO pPaGOTHHUKA
B KPUMUHAJIBHYIO CPEAY JIUL, BHIHAIIMBAKIIUX TEPPOPUCTHIECKHE HAMEePEHHUS WU CKJIOHHBIX K COBeplIIe-
HUIO IO/I00GHBIX NMPECTYIJIEHUH, U JO0ObIBaHUE HYXKHBIX CBEJIeHUH OT cCaMUX 00'beKTOB B LIeJISIX HeJomylie-
HUS U TIpecedyeHus UX MIPeCTYIMHOU JeATeNbHOCTH).

OTMeTHUM, YTO Ha MPaKTHUKe OJHOBPEMEHHO MOTYT COBePIIATbCS HECKOJIbKO U3 YKa3aHHBIX omepa-
THUBHO-PO3BbICKHBIX MEpPONPUSATHH, UTO OTBeyaeT TPeGOBAHUAM LeJec006pa3HOCTU U 3PPEeKTUBHOCTHU.
[IpvBesiéM npuMep, OAHOBPEMEHHO C ONIPOCOM, MOTYT 6bITh IPOBe/IeHbI HabJII0/leHHe, a TaKxe c6op o6pas-
L[OB JIJIs CPABHUTEJIbHOTO HccaeloBaHus [1, c. 426].

[IprHMMas Bo BHUMaHUe TOT $aKT, YTO IPOBeleHHE HEKOTOPBIX ONIEPATUBHO-PO3bICKHBIX MEPOIpHU-
SITUU CBSI3aHbl C OrPAaHUYUTENbHBIMU MepaMU OTHOCUTEbHO HEKOTOPBIX IIPaB Yesl0BeKa U rpakAaHMHA, IPo-
Bo3maléHHbIX B KoHcTuTynu Poccuiickont @efepanuul, To 3HaUUTENBHO CYXKHUBAOTCSA Mpe/iesibl IPUEMOB
TaKTUKU UX OCYLIeCTBJIeHUs. B 3TOM cilyyae uxX pe3yIbTaTUBHOCTb OYZET TaKKe HAaXOAUTLCS B 3aBUCHMOCTHU
OT IPaMOTHOI'0 COYETAaHUS IJIaCHBIX U HETJIaCHbIX METO/,0B OllepaTUBHO-PO3bICKHOM A€ATE/bHOCTH.

ABTOpBI CTaTbU N0JIAraldT, YTO OrpaHUYeHHe KOHCTUTYLMOHHBIX NpaB IpakJaH B IMpoLecce ocy-
L1eCTBJIEHUSI MOHUTOPHHTIA ceTH UHTEpHET, BO3MOXKHO TOJILKO HAa OCHOBAaHUU pelLleHHs Cy1a, BCTYIHUBLIEro
B 3aKOHHYI0 CUJIY, aHAJIOTUYHO C UHBIMU ONEPAaTHBHO-PO3bICKHBIMU MEPONPUATUAMU.

AJIl"OpI/ITM BbIABJICHUA l'lyﬁJII/I‘{HbIX MNIPpHU3bIBOB B C€TH HHTepHeT

['1aBeHCTBYIOLMM aCleKTOM BbISIBJIEHUA U PACKPBITUS aHAJIM3UPYEMOTr0 NPECTYITHOTO JleIHUSA BbI-
CTynaeT AeATeJbHOCTb UMEHHO OllepaTHUBHBIX N0/ipa3/ie/IeHHi OpraHoB BHYTPEHHUX JieJl, HallpaBJleHHas
Ha BBIsIBJIEHHE, IPOBEPKY U AajbHel1llee HCI0Ib30BaHME JOCTOBEPHON NepBUYHON MHPOPMALIUH B COOT-
BETCTBHH CO CJIeyIolel Nocaef0BaTe/IbHOCTBIO:

1. YcTaHOBJIeHHe UMEHU HHTEPHET-PeCypca, IAe No/Iexasa pa3MelleHUIo pecTynHas HHopManus
WJIM aKKayHTa N10JIb30BaTe .

2. YcTaHOBJIEHHE I0PUANYECKOTO JIMIA, 3aPeTUCTPUPOBaBIIero JOMeHHOEe UM WJIH M0J1b30BaTe s,
a TaK)xe MeCTOHaXO0X/ieHHe caliTa.

3. [lonyyeHue cBeJleHUH 06 a[IMUHUCTPATOPAX CaiTa, 6J1arojapss HaBeZleHUIO CIPaBOK Y OpraHu3a-
[JMHY, YKa3aHHOH B IIpe/JblAyIlleM yHKTe.

4. YcraHoBseHue [P-aapeca, nmocpeAcTBOM KOTOPOT0 pacnpocTpaHsaaach UHGOPMaLUsa TePPOPUCTH-
YECKOT0 XapaKTepa, a Tak ke TesjepOHHbIe HOMepPA U IpyTHe JaHHbIe.

5. OnpepiesieHre MHTEPHET-NIPOBaii/iepa, 3a KOTOPBIM 3aperucTpupoBansl IP-aspeca, a Takxke oTpa-
60TKa MHOM oNepaTHBHO-3HAYMMOMN HHPOpMALUH.

6. YcTaHOBJIEHHE KOHEYHBIX cBeJleHUH [P-aipecoB 1 o6opynoBaHus [8, c. 137].

NHdopmarus, KOTOPYyIO0 yaJ0Ch MOJYYUTh B pe3y/bTaTe MOIIAaroBOT0 BBINOJHEHHS BbIIIEyKa3aH-
HBIX JIeCTBUH, KaK PABUJIO, SIBJISETCS JOCTATOYHOH A1 UAEHTUDUKAIIMH JIUIA, KOTOPOe OCYIIEeCTBIsSIET
ny6JIMYHbIe TPU3bIBbI K TEPPOPUCTUYECKON JieATeIbHOCTU B ceTH HTepHeT U ero AajbHelero npusJie-
YeHHd K YyrOJI0OBHON OTBETCTBEHHOCTH.

3aBeplIaloIMi 3TAN onepaTUBHOM IPOBEPKH CBs3aH C OCYLeCTBJIEHHEM psAJia OllepaTUBHO-PO3bICK-
HBIX MepONPUATHUH U CJ1eICTBEHHBIX JeHCTBUH, Lle/Ibl0 KOTOPBIX fABJAeTcd GUKCUPOBaHUe B yCTaHOBJIEH-
HOH 3aKOHOM popMe l0Ka3aTeJbCTBEHHON MHGOPMaIMK O IPEeCTYNHOM JIesIHUM.

B kadecTBe cAepkrBalollero ¢pakrTopa B MexaHM3Me MUHUMU3ALUU YPOBHS 3KCTPEMUCTCKO-TEPPO-
PUCTHYECKOHN ONIAaCHOCTH B MHPOPMALIMOHHOM Cpe/ie BBICTYNAET NPHMeHeHHe IPelyCMOTPEHHBIX 1eCTBY-
I0L[MM 3aKOHO/IaTeJIbCTBOM KOMILJIEKCa OIlepaTUBHO-PO3BICKHBIX Mep 10 MOHUTOPUHTY COLUAJIbHBIX CETeN
C HCIO0JIb30BaHMEM COBPEMEHHBIX UH()OPMallMOHHO-KOMMYHUKAILMOHHBIX TEXHOJIOMH, Npec/eyrlinx
1|eJ1b BbISIBJIEHUS, IpecedyeHusi U pacKpbITHUSA NPeCTYIlJIEHUH S5KCTPEMUCTCKOM HallpaBJeHHOCTH U TeppOpH-
CTUYECKOT0 XapakTepa.

1 KoHnctutyuus Poccuiickoit ®enepanuu (mpyUHATA BCEHAPOAHBIM rosiocoBaHueM 12.12.1993 ¢ usMeHeHUSIMY,
0ZI00pEeHHBIMHU B X0/le ob6Iepoccuiickoro rosiocoBanus 01.07.2020) // Cob6paHue 3aKoHOjaTeNbCTBA Poccuii-
ckoit ®eneparnuu. 2022, Ne710. Ct. 7045.
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B HacTodlee BpeMd U B 0603pI/IMOM 6yﬂylueM HaJJIEX)KUT HA 3aKOHOJAaTE€JbHOM YpPOBHE 6oJiee
AeTaJIbHO npopa60TaTb BOIIPOC OTHOCUTEJIbBHO 0003HaYeHHOH l'[p06J'IeMaTI/IKI/I )4 Bpra6OTaTb HAay4YHbIM
COO6H.I€CTBOM TEeopeTH4eCKre peKOMEHAalIWHU 110 MOAEPHHU3aAlIN N ﬂeﬁCTBymLHEIZ HpaBOBOI‘/‘I OCHOBBI oIlepa-
THBHO-pOSbICKHOﬁ AeATEeJIbHOCTH.

3ak/loueHue

AHaJn3 BONpOCOB, CBA3aHHBIX C OpraHU3anyel onepaTUBHO-PO3bICKHBIX MEPONPUATHH, HAIIPABJIEH-
HBIX Ha PaCKPbITHE MyGJUYHBIX IPU3bIBOB K OCYLIECTBJIEHHIO TEPPOPUCTHIECKOH 1esITeJIbHOCTH NI0Ka3all,
YTO B YCJIOBUSIX CETOAHSIIHUX peauil 3TO OUeHb TPYA0EMKHH Npolecc, TpeGyrmui yuéTa cienudruieckux
YepT COCTaBa YKa3aHHOTO MPECTYNHOTO AesiHUS U UCII0JIb30BAaHUsI MHHOBALlMOHHBIX CPEZCTB 0GHAPYKEHUs
Y MOHUTOPUHTrA UHPOPMALUH B ceTH HTepHET.

ABTOpEI cTaThU y6eXAeHbl, YTO GJIOKUPOBATh HHGOPMALMIO C MyGJIMYHBIMY [IPU3bIBaMHU B KHOeEp-
IPOCTPAHCTBE Ha CTaJAUU IPOBEZeHHS OIepPaTUBHO-PO3BICKHBIX MEPONIPUATHH Ma103¢eKTUBHBIN CIOCO6
MHHUMH3ALUH UX NPOSIBJEHUS, 11e1eC000pa3HO I0C/Ie BBISIBJIEHHS NMOAOOHBIX COOOIEHUH OCYIIECTBUTD
HabJ1r0/leHHe 3a KaHaJIOM IlepeJjauy AaHHBIX J/Is1 00GHAPY>KeHHS JIUL, HENOCPeJCTBEHHO Pa3MeIA0LIHX TAKOT0
poza MHGOPMALHIO U € TOMOILBIO CHIELHabHBIX TEXHUYECKUX CPEJICTB ONPEeZEUTh X MEeCTOIO/I0XKEHHE.

[Ipo6/1eMHBIM MOMEHTOM OCYLIEeCTBJIEHHS ONlepaTHUBHO-PO3BICKHBIX MEPONIPUATHI IPU PACKPBITUU
Ny6GJIMYHBIX PHU3bIBOB K TEPPOPUCTUYECKOMN AeATeSbHOCTH, 6ECCIOPHO SBJSETCA HaIUYMe yCTapeBLINX
NpPOrpaMMHBIX KOMIIJIEKCOB UX 0OHApPYKEeHUs, I03TOMY B KaueCTBe NepCleKTUBHOIO HalpaBJIeHUs CTOUT
paccMaTpuBaTh BHeIpeHHe HHHOBAIMOHHBIX ClIeLiHaIM3UPOBAaHHBIX KOMIIbIOTEPHBIX IPOrpaMM AJid LeJiei
poBeJieHHUs aBTOMAaTUY€eCKOI'0 OllepaTHBHOI0 MOHUTOPHHTA, a TAKXKe UCI0JIb30BaHHE HEKOTOPBIX KOMIIO-
HEHTOB HCKYCCTBEHHOIO HHTEJJIEKTa B OINEPAaTHBHO-PO3BICKHYIO JeATeJbHOCTb [Jif OCYllecTBJIEHUS
3¢ GeKTUBHOI0 MOHUTOPHUHTA NOTOKA UHOPMAILUH B CETH.

[loslaraeM NO3UTHBHBIM 00pa30M OTPA3UTCs HA IPAKTHKE [IOBCEMECTHOE BHEAPEHHE B IPAKTUYECKYO
JleITeJIbHOCTb TPAaBOOXPAHUTENbHBIX OPraHOB HEJABHO Pa3pabOTaHHON MOHWCKOBOW CHUCTEMBbI HAa OCHOBE
YHUKaJIbHOTO laTaceTa yueHoro A. Pa6ueBcKoro, 1o3BoJISIOILEr0 TPOU3BECTH HAEHTU(PHKALMIO [10JIb30BaTe-
JIe! COLIA/IbHBIX CeTeH, KOTOpble paclpoOCTPAHAIOT 3KCTPEMUCTCKUN U TEPPOPUCTUIECKUM MaTepHaJlL.
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